
            International Journal of Engineering Research   

                                     & Management Technology 
 

                                Email: editor@ijermt.org                                                                                      www.ijermt.org                          

Copyright@ijermt.org Page 190 
 

     September- 2014   Volume 1, Issue-5 

    ISSN: 2348-4039 

Data Encryption Techniques in Multinode Networks 
 

Gulshan Kumar,    Jyoti Sharma,   Anjala
 

Assistant Professor 

Shaheed Bhagat Singh State Technical Campus 

Feorzepur (Punjab)- India 

 

ABSTRACT:  

On behalf of a secured system, it has been preferred to make the arrangement of data and keys protected. One can 

hack the information by perceptive   the information about the radiations of a machine, key length, encryption 

time, number of stations, block size many more. A small number of algorithms create a replica file which has been 

generate beside with the encrypted data in order to misguide the hacker and act as outlay. The short extent key is 

usually exposed to the hacker very simply that’s why huge key lengths have been favored. Meant for the 

encryption and spread of data on Multinode Network (MN) various techniques are used. This paper covers a 

variety of techniques and algorithms used for the figures security in MN. 
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1. INTRODUCTION: 

Information safety is a necessary element of an association; it can be achieved by means of the different methods. 

In classifying to keep as well as promote the reproduction still hard work are necessary and enhance the slightly 

expenditure[8]. The encrypted data have been  in safe hands for a little time, but by no means consider it is 

everlastingly safe and sound. More than the time goes on there is chance of hacking the data by the hacker. Fake 

files are transmitted in the similar way as one can drive the encrypted facts. The information in relation to the key 

is there in the encrypted  data which saves the trouble of sheltered conveys of keys on or after  the spreader to 

handset [1-2]. In case of the sensible system encrypted figures is accepted from side to side the a range of 

situations which are able to re-encrypt the data by their possess key. At the time the earlier keys were unnecessary, 

this will make the structure extra lock. There are many algorithms obtainable in the promote for encrypting the 

records [5-10]. Encryption is the procedure in which plaintext has been transformed into the prearranged design 

cipher textbook by way of the assist of answer. 

 

2. NEED OF CRYPTOGRAPHY: 

Computers are usually interrelated with all extra in the Multinode Network (MN) and are uncovered to the 

supplementary networks and the communiqué channels, then encryption is mandatory to stay the information top 

secret from all additional. The Protected data announcement is moreover a vital bond for all the industries/ 

governments [1-3]. There is a call for of tenable data conduction in security, industries, universities. The  banking 

sector, Share markets are in addition, compulsory encryption techniques to keep up the electronic transfers of 

wealth and correct to use two bank accounts rational since the hacker. It is what's more compulsory for make safe 

E-commerce in the holder of medical and communication fields [8-10]. The government requires burly encryption 

algorithms to maintain the justification connected credentials, information about receptive buildings/dams/ military 

headquarters, etc.. Protected from the further countries. 
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3. CRYPTOGRAPHY: 

It is a method worn to keep away from the unconstitutional entrance of data.The encryption development consists 

of particular or various keys to cover the data as of the intruder [1-3]. The unusual content prior to the encryption 

procedure is identified as Plain textbook. The content obtains behind training the data among the facilitate of a key 

is well-known as cipher text. For example: 

 

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

I J K L M N O P Q R S T U V W X Y Z A B C D E F G H 

As I,J,K,L are decrypted and its encrypted codes are  A,B,C,D.. 

 

TYPES OF CRYPTOGRAPHY 

The cryptography techniques are confidential on the foundation of their key variety. The segment shows the 

qualities and qualities of assorted cryptographic techniques. 

 

 Symmetric/Private Cryptography: 
   While the similar key is used to encrypt and decrypt the point, then it is identified as symmetrical solution 

cryptography. It is as well recognized as private key cryptography; users have the terms to keep posted the keys 

and utilize them to obtain the secondary keys. It is a great deal further useful and quick advance as compare to 

asymmetric  key cryptography. In symmetrical key cryptography; the  key has been generated through the 

encryption algorithm and after that send it to the receiver segment and decryption takes position. Nearby are a 

small number of challenges in the skill;  the key must be transmitted in excess of the locked waterway since the 

dispatcher to the recipient [6-7]. The position is so as to if the safe and sound guide previously exits,  at that time 

pass on the data above the similar control, what is the necessitate used for encryption in such case. Virtually 

rejection tenable strait exits consequently key has been transmitted beside the data which increases the expenditure 

moreover valuable bandwidth gets a bargain. Secondly, the guide sound puts damage to the means and data 

through the spread [4-7-10]. 

 

 Asymmetric/Public Cryptography: 

The encryption algorithm uses diverse keys in favor of encryption and decryption, i.e; every client has a duo of 

cryptographic keys (a public key for encryption and a private key decryption) . This illuminates the ought to of 

moving of key as of recipient to sender[8-9]. The technique is supplementary held while compared to private key 

cryptography, other than it consumes further influence as well as takes extra dealing out occasion as a result 

superfluous hardware is mandatory. Outstanding to raise in the computational element the outlay is elevated in 

public key cryptography[6]. 

 

 Modern Cryptography:    

A permutation of mutually unrestricted answer moreover classified answer cryptography is known as modern 

cryptography. A pair of public and private keys has been worn to encrypt and decrypt the facts/figures[3-9]. The 

ability has the eminent features of the  private key; hasty swiftness, effortless to develop moreover features of 

public key since available, keep away from key moving, supply the command to the users to produce their personal 

keys of inconsistent duration. Users too have the stiffness to improve the key at every intermission of the moment. 

In this modus operandi; guarantee power has been used to remain the path of the complete scheme and keys. 

 

4. CRYPTOGRAPHIC ALGORITHMS:  
The production, alteration and hauling of keys have been prepared by the encryption algorithm. It is moreover 

named as cryptographic algorithm. At hand, there are a lot of cryptographic algorithms existing in the market to 

encrypt the records. Their strengths depend upon the cryptographic system. Whichever computer system which 
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involves cryptography is well-known as cryptographic system, the strong point of the encryption algorithm deeply 

impart on the computer system worn for the making of keys[6-7].The computer systems obtain the tasks 

conveyance the surreptitious information above the mesh by the help out of cryptographic jumble functions, key 

supervision moreover digital signatures. Crypto systems are collected commencing cryptographic primitives such 

as an encryption algorithm, the amount of keys, mess and about the functions, recollection element, actual era 

working organization. 

 

a) Data Encryption Standard (DES): 

It is solitary of the majority generally received, openly accessible cryptographic systems in the present day. It was 

residential by IBM in the 1970s, but was later on adopted by the US government as a national bureau of values as 

an administrator Federal Information Processing Standard (FIPS) for the United States in 1976. It uses a 56-bit key 

to encrypt the 64 bit block range of figures. It processes 64-bit inputs into 64-bit cipher-text and algorithm 

performs 16 iterations. 

 

b) International Data Encryption Algorithm (IDEA): 

IDEA is a building block cipher designed by in 1991. It uses 128 bit key lengths which work on 64 bit blocks. It 

consists of a sequence of eight like/equal transformation based ahead bitwise exclusive-or, accumulation also 

reproduction modules[8-9]. It is based in the lead symmetric cipher and has extremely fragile key drawing routine 

then the defense rank of the algorithm is extremely deprived like to compare to the DES. IDEA didn’t grow to be 

so much admired suitable to its difficult composition. 

 

C) Blowfish:- 

It is a generously accessible symmetric wedge cipher designed in 1993. It includes key needy S boxes and a greatly 

multifaceted key agenda which produces overheads. It has a 64 bit block size and a variable key length from 1 to 

448 bits. The performance uses the idea of associate keys; these are generated via the algorithm itself. It is an 

extraordinarily rapid move toward in support of encrypting the data by the equivalent keys[5-7-10]. At what time 

keys are altered after that fresh key has undergone since the pre-processing procedure which consumes extra 

moment in time[6]. 

 

d) Twofish: 

 It was a consequent commencing blowfish by Bruce Schneier in 1998. It is liberally obtainable in the public field 

as it has not been untested. It is a symmetric key obstruct cipher having key  sizes 128,192 and 256 bits use to 

encrypt the 128 bit block size data in 16 rounds[9]. The algorithm,  construction use of S- Boxes and makes the 

key production method exceptionally multifaceted and tenable. 

 

e) Pretty Good Privacy (PGP): 

In 1991 the Philip Zimmermann developed Pretty Good Privacy (PGP) public key cryptography programs. The 

algorithm was supported by Linux and Window operating systems[10]. It combines the private and public key 

cryptography to preserve the suitable top secret rank[6]. The technique can be used to encrypt the e-mail letters 

with the help of the  hash and MD5. 

 

f) Public key infrastructure (PKI): 

 It is an uneven cryptographic system, used to encrypt the e- mails. The public keys of the users are exposed up by 

means of the certificates formed by trusted third gathering. Since the basis point unusual keys were planned in 

favor of diverse users and are forever reserved mysterious from all others[9].The first key was generated by the 

algorithm designed for the encryption with forever set aside top secret; the second key was generated by the CA on 
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the demand of the users moreover publicly scattered. The consumer can renew their keys and the replica  of the 

latest key was stored at CA[6]. 

 

g) RSA: 

RSA is a public key organization. The RSA operations can be decayed in three wide steps; key generation, 

encryption and decryption. Two different main figures state p & q has been chosen by chance and after that by  

means of the mathematical properties such as Chinese remainder theorem, hamming weight and exponential 

function key has been generated as well as then encryption route takes part[6,10]. Decryption has been made in the 

receiver part by using the public key theory. RSA has a lot of flaws in its propose consequently not favored in 

favor of the more profitable utilize. When the least ethics of p & q are elected in support of the designing of key, 

afterward the encryption procedure becomes too pathetic and one can be capable to decrypt the data by using 

casual prospect premise and region direct attacks[2]. On the additional hand over, if huge p & q lengths are 

preferred, then it consumes further moment and the concert gets despoiled in association with DES. 

Supplementary, the algorithm also requires of parallel lengths for p & q , almost this is dreadfully harsh situation to 

assure. 

The above algorithm description can be cleared by the above  diagram… 
 

 

 

 

 

  

 

 

 

 

 

 

 

KEY MANAGEMENT: 

In current key cryptography all customer’s desires to launch or be given safe and sound electronic mail[8]. Users 

have their individual keys and it is necessary to remain their keys and information concerning their data should be 

reserved top secret from apiece further. In observing, the keys worn by the person client are unusual from all 

over[7]. Except in a networked environment, the customer might require to apply an e-mail starting multiple 

computers having unusual operating systems. The stuffing techniques are also the foremost reason to hold up 

which outcome in timing collisions in the vibrant multiuser scheme. 

 

Types of 

cryptography 

hy 

Symmetric/Pri

vate  

cryptography 

Asymmetric/P

ublic 

Cryptography 

Modern 

cryptography 

IDEA Blow 

Fish 

Two 

fish 

PGP PKI PGP 

 

RSA DES 



International Journal Of Engineering Research & Management Technology   ISSN: 2348-403          
                

                    Email: editor@ijermt.org                                                                                  www.ijermt.org 

Copyright@ijermt.org Page 194 
 

         September - 2014   Volume 1, Issue-5             

CONCLUSION AND FUTURE SCOPE: 

The revision of a range of techniques and algorithms second-hand for the protected announcement in MN has been 

finished. Since the correlated labor it has been practicing that the strong point of the model depends upon the key 

supervision, sort of cryptography, quantity of keys, number of bits used in a key. Longer key length and data 

length consumes extra command and the domino effect in additional warmth rakishness. So, it is not sensible to 

exercise small figures series and key lengths since by using great software‟s one can hack the tiny keys with no 

trouble and bright to crack the system. Once one can decide the malfunction charge of the keys then encryption 

route takes position. The entire the keys are based upon the mathematical properties and their strong point 

decreases with the era. As a result, on the whole it is a substitution among key length and security level. Intended 

for the mission the best variety of keys makes the model optimized. The keys having other shape of bits engage 

additional computation instance, which simply indicates that the system takes extra time to encrypt the 

information. 
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